eSCOP Road to IT Security
& Regulator Compliance

Social Services Agency
Santa Clara County, California

The Social Services Agency (SSA) of Santa Clara County must respond to Federal and regional security and regulatory
compliance requirements as part of its mandate to manage a wide variety of computing systems and very sensitive
data. Collecting, auditing and reporting related IT events is a mission critical objective.

In the heart of Silicon Valley, the SSA had many technological choices but selected the security and platform expertise

of Enterprise Certified Corporation (ECC). ECC professional services
System Center Operations Manager 20076s Audit Collection Services (AC(
requirements. |In addition, with the enhanced features of eSCOP in sufg

Warehouse, ECC provides robust reporting, archiving and administrative functionality to manage system health and
application event data.

Mi crosoftés System Center Oper at i-twpeadsyeem and curiti2edehtmoratdringoThel s e n d

new Enterprise Certified Corporation eSCOPE application seamlessly ir
extensible and intuitive administrative console for the Audit Collection Services (ACS) and Data Warehouse databases.

ECC eSCOPE is designed to report, filter -auedatanemsitoriesatuemaichee mel y | ar ge,
speeds.

SAA Enterprise Requirements and Challenges

The Social Services Agency mission requires the gathering and maintenance of extremely sensitive personal and

institution data. SSA6s organizational objectives include: (1) prever
and restore kinship relationships while nurturing the care of children and the elder; (3) maintain safe, healthy and

productive lifestyles in a manner that respects personal liberty; and (4) assist residents in obtaining challenging,

satisfying and economically rewarding employment.

On any given day, the SAA will generate over a gigabyte of IT security related events. For audit purposes, they
maintain terabytes of related data. The SAA has taken a very proactive position in the protection of this private data.
The ability to monitor and report on enterprise security and system health activity is a major focus.

Solution

The SAA selected Microsoftds System Center Operations Manager 2007 ac
environment monitoring. I'n order to further enhance the Countyds abil
data reservoirs, SAA empl oyed ECCO6s professional services and its e:

Utilizing the event collection capability of System Center Operations Manager 2007, data is pulled from the target
systems into one of two databases: (1) security events are sent to the Audit Collection Services databse; and (2)
system and application information is delivered to the Data Warehouse database. | turn, eSCOP parses the information
into logical categorizations that map to regulatory compliance requirements and industry best practices. The SAA team
is able to use the eSCOP advanced filtering functions to rapidly review the precise desired information and to create a
wide variety of local and SQL Server based reports. This structure is also designed to provide immediate and rapid
access to the most recent IT events while also supporting long term historic event analysis. In order to manage the
large volumes of information, data partitions are created daily and retained as active or inactive at the discretion of the
authorized system administrator. As fAretiredo historic data is requir
partitions and provides the same administrative, filtering and reporting functionality as is available for active database
streams.

AfThe challenges associated with managing and insuring the secure inte
on a daily basis can be daunting. We are charged with the responsibility for maintaining very sensitive information and

we must be able to monitor, report, and archive this data to achieve internal objectives and regulatory compliance

requirements. The ECC eSCOP product provides the very powerful filtering, reporting, data organizational

management, and archiving features that make Microsoft System Center Operation Center 2007 a valuable component

of our ent er pSainsBheernj, SAA H seeutity director.

Ailn addition, ECC professional services provided the subject matter e
objectives. Under a relationship that can really be called a partnership, ECC has further mapped eSCOP and Operations
Manager to our specific requirements, 0 Dheeraj concluded.



